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a repository and a replay platform for TV shows, 
movies, and other digital media while keeping 
track of royalties and paying content creators? Can 
a blockchain check the status of airline flights and 
pay travelers a previously agreed upon amount if 
their planes don’t take off on time? 

If so, then blockchain technology could get rid 
of Uber, Netflix, and every flight-insurance pro-
vider on the market.

Those three proposed applications aren’t hypo-
thetical—they’re just a few of the things now being 
built on Ethereum, a blockchain platform that 
remotely executes software on a distributed com-
puter system called the Ethereum Virtual Machine. 
In the blockchain universe, Ethereum, which has 
its own cryptocurrency, called ethers, is by far the 
project that is most open to experimentation. But 
zoom out and a diverse collection of potentially dis-
ruptive innovators floods into view. New groups are 
pitching blockchain schemes almost daily. And the 
tech world’s titans don’t plan to miss out: Microsoft is 
offering its customers tools to experiment with block-
chain applications on its Azure cloud. IBM, Intel, and 
others are collaborating on an open-source block-
chain initiative called Hyperledger, which aims to 
provide the bones for business- oriented blockchains. 
Meanwhile, many of the largest banks—the very 
institutions that blockchain pioneers were trying 
to neutralize—have cobbled together their own ver-
sion of the technology in an attempt to stay ahead of 
the curve. And even Bitcoin , which runs on the first 
and most successful blockchain, is being retrofit-
ted for applications its designers never dreamed of.

Pretty much without exception, these new block-
chain projects remain unencumbered by actual 
mass adoption. No single blockchain concept or 
strategy has yet revolutionized any industry. Bitcoin  
itself is used by no more than 375,000 people in 
the entire world on any given day, according to 
Blockchain.info. But the investor dollars are pour-
ing in, and proposals are f loating and colliding 
like tectonic plates on a hot undercurrent of hype 
and intrigue. 

When the mantle cools, which blockchain plat-
forms will persist, and which will slowly sink back 
beneath the surface? To make any kind of predic-
tion, you’ve got to understand what a blockchain 
really is and what it does. The place to start, logi-
cally enough, is with Bitcoin.

Bitcoin was hatched  as an act of defiance. 
Unleashed in the wake of the Great Recession, 
the cryptocurrency was touted by its early 
champions as an antidote to the inequities and 

corruption of the traditional financial system. They 
cherished the belief that as this parallel currency took 
off, it would compete with and ultimately dismantle 
the institutions that had brought about the crisis. 
Bitcoin’s unofficial catchphrase, “In cryptography we 
trust,” left no doubt about who was to blame: It was 
the middlemen, the bankers, the “trusted” third parties 
who actually couldn’t be trusted. These humans simply 
got in the way of other humans, skimming profits and 
complicating transactions. 

Bitcoin sought to replace the services provided by these intermedi-
aries with cryptography and code. When 
you use a check to pay your mortgage, a 
series of agreements occur in the back-
ground between your financial institu-
tion and others, enabling money to go 
from your account to someone else’s. 
Your bank can vouch that your money 
is good because it keeps records indicat-
ing where every penny in your account 
came from, and when.

Bitcoin and other cryptocurrencies 
replace those background agreements 
and transactions with software—specifi-
cally, a distributed and secure database 
called a blockchain. The process with 
which the ownership of a Bitcoin token 
will pass from one person to another—
wherever they are, no matter what gov-
ernment they live under—is entrusted to 
a bunch of computers. 

Now, eight years after the first block-
chain was built, people are trying to apply 
it to procedures and processes beyond 
merely the moving of money with varying 
degrees of success. In effect, they’re ask-
ing, What other agreements can a block-
chain automate? What other middlemen 
can blockchain technology retire?

Can a blockchain find people offer-
ing rides, link them up with people who 
are trying to go somewhere, and give 
the two parties a transparent platform 
for payment? Can a blockchain act as 
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P E O P L E

Satoshi 
Nakamoto
If the blockchain 
were a religion, 
Satoshi would 
be God. This 
anonymous hacker 
is responsible 
for writing the 
Bitcoin white 
paper, releasing 
the first Bitcoin 
code, and 
inspiring legions 
of blockchain 
developers. Many 
have sought to 
reveal his/her/
their identity, 
but to this day 
that information 
remains secret.
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H AC K S & H E I S T S

2016: Shortly after the Distributed Autonomous Organization debuted on the Ethereum blockchain, 
someone siphoned US $60 million in ethers from this autonomous version of a venture-capital fund. 
In a bold move, the Ethereum developers rewrote the blockchain code to return the money.

sary. Banks and payment processors have already 
partially sublimated our physical currency into 
digital records by tracking and processing trans-
actions within their closed systems.

Bitcoin completed the transformation by creating 
a single, universally accessible digital ledger, called 
a blockchain. It’s called a chain because changes 
can be made only by adding new information to 
the end. Each new addition, or block, contains a 
set of new transactions—a couple of thousand in 
late August—that reference previous transactions 
in the chain. So if Helmut pays Hendrieke a bitcoin, 
that transaction appears at the end of the chain, 
and it points to the transaction in which Helmut 
was previously paid that coin by Helche, which in 
turn points to the time before that when Helche 
was paid the coin by Halfrid, and so on. 

Bitcoin’s blockchain, unlike the ledgers main-
tained by traditional financial institutions, is rep-
licated on networked computers around the globe 
and is accessible to anyone with a computer and 
an Internet connection. A class of participants 
on this network, called miners, is responsible for 
detecting transaction requests from users, aggre-
gating them, validating them, and adding them to 
the blockchain as new blocks. 

Validation entails both verifying that Helmut 
actually owns the bitcoins in his transaction and 
that he has not yet spent them elsewhere. Owner-
ship on the Bitcoin blockchain is determined by a 

pair of cryptographic keys. The first, called the public key, resides 
in the blockchain for anyone to see. The second is called the private 
key, and its owner keeps it safe from view. The two keys have a spe-
cial mathematical relationship that makes them useful for signing 
digital messages. Here’s how that happens: Helmut takes a message, 
combines it with his private key, does some calculations, and ends 
up with a long number. Anyone who has the original message and 
knows the corresponding public key can then do some calculations 
of their own to prove that the long number was in fact created with 
the private key. 

In Bitcoin, transactions are signed with private keys that corre-
spond to the public key most recently associated with coins being 
spent. And when the transaction gets processed, those coins get 
assigned a new public key.

But the main role of miners is to ensure the irreversibility of new 
transactions, making them final and tamperproof. The method they 
use for doing so is thought to be the most significant contribution 
that Satoshi Nakamoto—whoever he or she is—made to the field of 
computer science. 

In 2009, an anonymous hacker (or group of hackers) 
going by the name of Satoshi Nakamoto unveiled 
the first entirely digital currency. The technology 
worked on the principle that, at its foundation, 
money is just an accounting tool—a method for 
abstracting value, assigning ownership, and pro-
viding a means for transacting. 

Cash is the historic means of accomplishing these 
chores. Simply possessing the physical tokens—
bills, coins—equals ownership, and it’s up to the indi-
viduals to negotiate transactions among themselves 
in person. As long as cash is sufficiently difficult to 
replicate, there is no need for a complete account-
ing of who owns what portions of the money supply, 
or for the details of who the various holders were of 
a single $50 bill going back to when it was printed. 

However, if you could piece together a running 
tabulation of who held every bill, then suddenly the 
physical representations would become unneces-

nnnnn

How Do 
Blockchains 
Work? The 
Bitcoin Example
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Ensuring irreversibility becomes necessary only when you invite 
anyone and everyone to take part in the curation of a ledger. If the 
Bitcoin blockchain were being run by a single bank with a set of 
known validators operating under a single jurisdiction, then enforc-
ing the finality of transactions would be as simple as writing it into 
company policy and punishing anyone who didn’t follow the rules. 

But in Bitcoin, there is no central authority to enforce the rules. 
Miners are operating anonymously all over the world—in China, 
Eastern  Europe, Iceland, Venezuela—driven by a diversity of cul-
tures and bound by different legal systems and regulatory obliga-
tions. Therefore, there is no way of holding them accountable. The 
Bitcoin code alone must suffice. To ensure proper behavior, Bitcoin 
uses a scheme called proof of work. 

nnnnn

How Does Proof 
of Work Secure 
Blockchains?
First, let’s be a bit more specific about the problem that public block-
chains are trying to solve with proof of work. In this open peer-to-peer 
network, miners—whoever is running the bitcoin code—are receiv-
ing news of transactions and gathering them to create a new block. 
They are doing so in competition with one another, because the first 
to create a valid block gets paid (in bitcoins) for that service. In this 
situation, what’s to stop a miner from deleting previous transac-
tions in the blockchain after they have been added? While this type 
of reorganization does not enable a miner to steal coins, it could be 
used to spend the same coins multiple times. For instance, I could 
go to some unwitting merchant and pay for a cup of coffee with bit-
coins. If I were a miner, I could later go into my version of the Bitcoin 
blockchain, remove the transaction, and send the modified chain 
out to my peers, thereby redepositing the bitcoins I spent back into 
my own pocket.

Therefore, it is crucial that all miners on the Bitcoin network 
have the same copy of the blockchain, and that all changes and 
transactions are irreversible. “The fact that they’re all playing 
the same music is very important for the music to sound good,” 
says Stefan Thomas, a developer for Ripple, a bitcoin-inspired 
digital currency.

To keep all the musicians in sync, the Bitcoin mining software 
makes it very expensive—in terms of computing power and, therefore, 
electricity—to add new blocks and even more expensive to change 
blocks further back in the record. 

Blockchain World

Any miner trying to add a new block must also 
provide a cryptographic proof to go along with it. 
In order to produce the proof, the miner digests 
the new block through multiple rounds of a hash 
function—a computation that takes a chunk of data 
of arbitrary length and reduces it to a meaningless 
alphanumeric string with a fixed length, called a 
hash. To make the process more challenging, the 
blockchain algorithm demands that the resulting 
hash start with a certain number of zeroes. The dif-
ficulty comes from the fact that there is no way to 
predict what hash any given data set will spit out, 
and so miners run the computation over and over 
on their validated blocks, each time inserting a ran-
dom number into the data set. When that number is 
changed, a new hash results. When at last the  miners 
get the correct number of zeroes, they’re done.

The first miner who finds a satisfactory hash 
then announces the new block to the other min-
ers, who check it and append it to the full version 
of the blockchain that they are harboring on their 
computers. For performing all this work, miners 
collect a reward of newly minted bitcoins as well 
as any mining fees, which users voluntarily tack 
onto their transactions in hopes of pushing to the 
head of the line. 

Think of hashing as a way of locking the blocks 
on a chain. Suppose you have a lock that requires a 
key to close. You also have a huge pile of keys at your 
disposal, but you don’t know which one will work. 
You have to try them one by one. When you finally 
find the correct key, you leave it in the lock so that 
anyone can check that it’s the right fit. 

Theoretically, this work and the payoff that min-
ers receive act as incentives for good behavior. 
Bitcoin  miners are heavily invested in the network 
that they serve, both in the electricity they con-
sume and in the hardware they buy. Therefore, 
the thinking goes, they should be disinclined to 
damage the currency in any way, including by 
taking any actions, such as double-spending, that 
might call into question the integrity of Bitcoin and 
devalue the currency. 

Such attacks are further thwarted because the 
cost of changing the contents of old blocks is com-
pounded by each new block that gets added to 
the chain. When a new block is made, it contains 
the hash of the one before it. Any changes in old 
blocks will result in invalid hashes for all subse-
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… 4 0  M I N U T E S  L AT E R

THE FIRST MINER or block 
signer to get the right hash 
adds their version of the 
block of transactions to the 
blockchain. They also get paid 
in newly generated coins [left]. 
As more blocks are added, it 
becomes harder and harder to 
hack old transactions [right].

PROOF OF 
WORK (Bitcoin)
THE BITCOIN MINER creates 
a hash from a particular set of 
data. If the hash does not begin 
with a particular number of zeros, 
the hash function is rerun using a 
new random number (the nonce). 
Including previous blocks in 
every new hash compounds 
the difficulty of tampering with 
older transactions.

D ATA  B L O C K N E W  H A S H  VA L U EN O N C E H A S H  F U N C T I O NP R E V I O U S  H A S H  VA L U E

P R E V I O U S  H A S H  VA L U E T I M E C O I N  A G E H A S H  F U N C T I O N N E W  H A S H  VA L U E

 THE PEERCOIN BLOCK 
signer creates a hash from 
a set of data that includes 
coin age—a number indicating 
an amount of coins owned by 
the signer and how long they’ve 
owned them. If the hash does 
not begin with a particular 
number of zeros, the function is 
rerun using a new time stamp. 

PROOF OF 
STAKE (Peercoin)

PAYING FOR 
SECURITY

ALICE TELLS the network she 
wants to pay Bob. She uses a 
cryptographic key to digitally sign 
off on the transaction, proving that 
she owns those coins.

NETWORK OPERATORS, called miners or block signers, scoop 
up a bunch of transactions to validate them. They check that the 
digital signatures are correct and that there are enough coins for 
the requested transactions. Then they put those transactions into 
a new data block to be added to the blockchain.

EVERY BLOCKCHAIN 
needs a way to determine 
who will add the next block of 
data. Two strategies prevail: 
proof of work and proof of 
stake. Both randomly assign 
the right to add new blocks. 
But proof of work gives 
preference to those with more 
computing power. And proof 
of stake—of which there are 
many versions, some wildly 
complex—gives preference to 
those with more coins.

Miners 
& Signers

A L I C E B O B

C R Y P T O G R A P H I C  K E Y

B O B  &  A L I C EM I N E R S  A N D  T H E I R  N E W LY  AWA R D E D  C O I N S

D ATA  B L O C K
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quent blocks. Therefore, it is impossible 
to insert bogus modifications into a pre-
vious block without having to repeat all 
the work that was performed after that 
block. In that lock analogy, it’s as though 
the design for the lock at the end of the 
chain depends on all the locks that came 
before it. So changing one lock in the 
middle of the blockchain means having 
to find new keys for every lock after it. 

Bitcoin “deters misbehaving parties 
because the damage a misbehaving party 
can do is bounded by how much [compu-
tational] power he has,” says Emin Gün 
Sirer, a codirector of Cornell  University’s 
Initiative for  CryptoCurrencies & Con-
tracts (IC3). 

By forcing miners to provide costly 
proofs and then repaying them for their 
work, Satoshi created the first viable peer-to-peer digital currency. 
But he also solved a more general problem that had vexed computer 
scientists for decades—consensus. Bitcoin, which has never been 
knocked off-line for any substantial period of time over the past 
eight years, reliably incentivizes a network of potentially dishonest 
participants to process transactions and secure a single version of 
those events. The result is an ever-growing chain of data that anyone 
with an Internet connection can inspect and add to, and one that has 
proven remarkably impervious to attack.

nnnnn

How Can You Use 
a Blockchain to 
Do Other Things?
It turns out that such a system may be useful for much more than 
just money. Almost as soon as Bitcoin debuted, people began imagin-
ing what other kinds of applications you could run on a blockchain if 
you generalized the technology. When miners validate transactions, 
they are really running small programs that process the data and 
deliver a thumbs-up or a thumbs-down on the transaction request. 
But what if they could run more complex programs, like the software 
for a social media network? And what if the blockchain were used to 
represent data other than simple currency transactions, like mes-
sages on an online forum? 

Blockchain World

Although these ideas were around from Bitcoin’s 
inception, it would take several years and a 19-year-
old computer science student in Toronto to make 
them popular. In 2013, Vitalik Buterin devised an 
entirely new blockchain called Ethereum. The goal 
of Ethereum was to take what Bitcoin had done for 
currency and expand it into other realms.

Like Bitcoin, Ethereum uses a blockchain that 
has its own currency, called ethers. Unlike Bitcoin, 
Ethereum uses transactions that are miniprograms, 
called smart contracts, that can be written with an 
unlimited amount of complexity. Users can then 
interact with programs by sending them transactions 
loaded with instructions, which miners then process. 

In practice, this means that anyone can embed a 
software program into a transaction and know that it 
will remain there, unaltered and accessible for the life 
span of the blockchain. Theoretically, with Ethereum , 
you could replace Facebook , Twitter, Uber, Spotify, 
or any other digital service with new versions that 
would be invulnerable to censors and transparent in 
their policies, and which could operate indefinitely 
in the absence of the people who created them.

“The amazing thing is you can put a computer 
program on that network…and, similar to Bitcoin, 
everybody on the system can agree on exactly what 
happened and when it happened…I think that’s a 
profound idea,” says Joseph Lubin, a founder of 
 Ethereum, who now runs Consensys, a Brooklyn-
based incubator for decentralized applications. 
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T H I N G S T O D O W I T H A B L O C KC H A I N

Self-Driving Cars: Cars can now drive themselves (sort of). Isn’t it about time they got an allowance? 
The blockchain startup Oaken Innovations is looking into equipping self-driving cars with cryptocurrency 
wallets for minor expenses like paying tolls and buying oil changes. 

have a small degree of trust among them but want to sim-
ulate the services of a neutral third party, as might be the 
case with banks when settling international wire transfers.

Last year, R3—which recently raised US $107 million 
from more than 40 institutions—released its first permis-
sioned ledger, Corda. And Corda already has a competitor; 
J.P. Morgan, which left the R3 consortium this past spring, 
has released its own permissioned ledger, called Quorum. 

The permissioned-ledger approach has also spread 
beyond banks to other industries that find themselves 

serving as guardians to sensitive customer data. Many of these proj-
ects are built with tools provided by Hyperledger, an open-source 
project hosted by the Linux Foundation and backed by big tech firms. 
Hyperledger is building products for companies that want to work 
with smart contracts but are hesitant to embrace open blockchains 
like Ethereum and Bitcoin.

“People have to understand the actual concerns and the regula-
tory requirements that entities such as banks, insurance, and the 
health care industry have to adhere to. They cannot afford the risk 
and uncertainty that is introduced by some of the open systems,” 
says Jonathan Levi, creator of Hacera, an access-control manage-
ment system for blockchains. 

nnnnn

How Are Smart 
Contracts Really 
Going to Work? 
Regardless of what flavor of blockchain wins in the end, the smart 
contracts that will run on it will need a variety of supporting technol-
ogies. These supplementary technologies are now being developed, 
to little fanfare, in the shadow of the blockchain carnival. And they 
will be absolutely crucial to the expansion of blockchain technology.

“Once you’ve got smart contracts, a whole host of problems arise,” 
says Ari Juels, a codirector of Cornell University’s IC3. These prob-
lems fall into a couple of categories.

For one thing, blockchains can’t store much data. That’s going to be a 
problem for the many projects that, for example, propose to live-stream 
video over the blockchain—there’s nowhere to put the video content.

The Bitcoin blockchain records the inputs and outputs of every coin 
on the network, as well as the content of an additional field that allows 
for up to a mere 40 bytes of metadata per transaction. That’s all.

Another problem with putting contracts on blockchains is that 
blockchains by themselves don’t know what’s going on in the real 

nnnnn

What’s a  
Permissioned 
Ledger?
Concurrent with Buterin’s attempts to use block-
chain technology to make a world-spanning com-
puter, another trend was pushing the technology 
in the opposite direction, toward a more closed 
and controlled iteration of Satoshi’s masterpiece. 
In September of 2014, a group of financial institu-
tions—including Barclays, Goldman Sachs, and 
J.P. Morgan—formed a consortium, called R3, to 
explore how blockchains might improve the effi-
ciency of payments between banks. [To see how 
far this has gone, read “Wall Street Occupies the 
Blockchain,” in this issue.]

It didn’t take long for these institutions to realize 
that the open structure of blockchains like Bitcoin 
and Ethereum ran counter to their needs. Of pri-
mary concern was the anonymity of users, who on 
open blockchains are represented by alphanumeric 
public addresses, providing no indication of their 
real-world identities. Banking laws in the United 
States and elsewhere forbid such anonymity. “We 
have to know particularly who our participants and 
counterparties are on these platforms,” says Tim 
Swanson, the director of market research at R3.

Financial institutions are also legally required 
to protect customer data and control its export 
across national or regional lines. Given that public 
blockchains replicate the entire transaction record 
on every computer in the network, it’s impossible 
to restrict the chain of custody while using them.

Thus was born the “permissioned ledger” 
approach to blockchain technology. In a permis-
sioned ledger, the identity of people adding blocks 
is known, and data in the system is viewable only 
by selected parties. Because the right to create new 
blocks is assigned by the people who run the code 
rather than by a lottery, there is no need for proof-
of-work mining or a cryptocurrency to pay for it. 

This kind of system is intended to be used in situa-
tions where all participants on a blockchain already 
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world. That’s a problem if, say, your smart contract is a 
flight insurance system, because it needs to know when 
your flight really takes off and lands. Blockchains were 
never designed to query websites. “Anything they learn 
about the outside world has to be injected into them,” 
says IC3’s Juels.

Ideally, developers will devise schemes for storing 
and accessing data in ways that do not reintroduce the 
 weaknesses—vulnerability to censorship and a reliance on 
potentially dodgy humans—that blockchains were invented 
to avoid. To accomplish that, developers will have to care-
fully consider which “trusted parties” they can actually trust. 

The problem of storing static data might be solved with distrib-
uted file sharing services, such as Protocols Labs’ Interplanetary 
Database or Storj Labs’ decentralized cloud storage system. These 
are systems that would enable people all over the world to rent out 
surplus space on their hard drives. Such schemes would work for a 
blockchain- based smart contract system because the data would be 
redundantly stored on multiple computers around the world, and 
thus would always be available and difficult to censor. 

As for importing real-time data into a blockchain, this could be 
handled by what blockchain developers are calling “oracles.” These 
are services that get paid for reliably querying sources of real-time 
data and feeding it to smart contracts on the blockchain. 

At IC3, Juels has implemented an automated oracle called Town Crier. 
It’s meant to ensure that data injected 
onto a blockchain comes from a trust-
worthy source and hasn’t been tam-
pered with. It uses a “trusted software” 
enclave on Intel processors. The chips 
run code behind a cryptographic 
shield but still provide proof that the 
program was executed as promised. 

Blockchain World

The smart contract sends a request to an “oracle”— 
a service that exists outside the blockchain—to verify 
the flight details and gather historical information about 
that route.

A passenger requests flight insurance 
by sending ethers to a smart contract—
an application that exists on the Ethereum 
blockchain—along with her flight information.

The smart contract then 
uses that information to 
determine if the offered 
premium is adequate. If the 

nnnnn

Where’s All the 
Money for This 
Stuff Coming 
From?

How 
Smart 
Contracts
Work

If the many digital services that modern society has 
come to rely on are to be rebuilt on blockchain tech-
nology, then someone is going to have to pay for all of 
the engineering and research that will have to be done.

But how do you get money for those functions when 
what you’re trying to do is create a technology that—
if it succeeds—will destroy the valuable data many 
enterprises survive on? Ideally, open blockchains, 
like Ethereum, entrust custody of data to the peo-
ple who created it, giving them the option to choose 
how they share it. In such an environment, it is no 
longer feasible for a company to survive off a business 
model that harvests and sells its customer’s browsing 
behavior, purchasing history, or location data. Nor 
could blockchain companies rely on the restricted 
possession of their intellectual property, as programs 
on an open blockchain are there for everyone to see.

Nevertheless, a potential funding mechanism for 
blockchain-based businesses has already emerged: 
A new trend in blockchain funding called initial 
coin offerings (or ICOs, after initial public offer-
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The oracle uses information from 
RealTimeFlightData to report the status 
of the flight to the smart contract.

If the flight is delayed, the contract pays the 
passenger. If the flight is on time, the contract 
pays itself.

T H I N G S T O D O W I T H A B L O C KC H A I N

Educational Records: Most people would change some detail of their school records if they could. Today, 
principles and the fear of being caught keep us honest. But tomorrow it might be the blockchain. Sony and IBM are 
creating a new blockchain for tracking and storing diplomas, transcripts, and other kinds of educational records.

“Money is not the root of all evil. Equity is the root of all evil,” says 
Joel Monegro, who left Union Square Ventures to start Placeholder, 
a new fund devoted exclusively to blockchain technologies. 

 His argument, which is often repeated by blockchain startup leaders, 
is that giving founders and employees equity in a company encourages 
them to hoard that wealth rather than use it to improve their products. 

An app-specific coin, on the other hand, is not only a financial 
instrument but the means for accessing a technology. It follows that 
the more people use a service, the more demand there will be for 
the token required to access that service. 

“My incentive as a company is not to extract more profits but to get 
more usage, because the token appreciates in value with the usage 
of the service. You completely flip the incentives,” says Monegro.

In the United States at least, the ICO binge has likely come to an 
end. In late July, the U.S. Securities and Exchange Commission sent 
a chill through the startup scene. It issued a warning that many of 
the ICOs reviewed by the department fell into the category of secu-
rities and would therefore be bound by its rules. 

Nevertheless, the trailing edge of the tsunami of ICO cash is still 
washing up on the shores of the industry. Only time will tell if it’s 
put to good use.

“Times have changed, and very quickly. Some of us early  adopters, 
who struggled financially three and four years ago but held onto 
their beliefs and their coins, are very well off now,” says Hacera’s 
Levi. “We still need Bitcoin and Ethereum to operate at larger scales, 
and enterprises need to decentralize more and secure their sensi-
tive data. We are now facing a new and different kind of a challenge: 
Given the vast amounts of money invested, it remains to be seen how 
many old-timers and newcomers will stay true to the cause and con-
tinue to work to change the world with the technology that already 
changed theirs.”  n
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ing, or IPO) has turned out to be wildly lucrative, 
although legally questionable. 

Groups that choose to fund their projects with ICOs 
design their smart contracts in such a way that a user 
must own an app-specific coin in order to use the 
app. These groups then create a bunch of the coins 
before their launch and sell them on the open market. 

In the nondigital world, it would be like someone 
opening a laundromat where you could use only cus-
tom coins to run the machines. And so, instead of just 
getting investors, the owner stamps out a bunch of 
coins to sell to the public, which can then be traded at 
prices determined by the value of the laundry service. 

To date, over half a billion dollars has flooded 
into blockchain companies by way of token sales, 
and the last few months have seen an eye-popping 
acceleration in the rate and price of new offerings. 
This July, a blockchain project called Tezos set a 
record by raking in over $200 million with an ICO. 

Such astronomical investments have led some 
observers to complain that there is a grim hypocrisy 
at work. “The blockchain entrepreneurs who are 
pushing these schemes are really demonstrating all 
the avarice and cupidity which they ascribe to stan-
dard financial services” and government-backed 
currencies, says Preston Byrne, the cofounder of 
Monax Industries, an open platform for blockchain 
developers. “So, when the money starts flowing in 
their direction, they’re becoming equally careless 
about the public—whom they once were.”

However, others argue that the ICO, as a new 
class of investment vehicle, is just as disruptive 
as the applications being funded. 

smart contract accepts the 
premium, it then asks the 
oracle to report on the status 
of the flight in question.
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